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 COMES NOW Respondent Iowa Secretary of State Paul Pate, by and through undersigned 

counsel, and states as follows in response to the Voter Registration’s Commission’s (“VRC”) 

request for a post-hearing submission: 

I. Adequate Security Measures  

HAVA requires the Secretary of State to “provide adequate technological security 

measures to prevent the unauthorized access to” I-Voters.  42 U.S.C. § 15483(a)(3) (emphasis 

added).  “Adequate” is not defined in HAVA, and the discretion to determine what is “adequate” 

is left solely to the state’s chief elections official; in Iowa that is the Secretary of State.  When a 

statutory term is not defined specifically, it is appropriate to look to the common dictionary 
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definition.  “Adequate” is defined as “enough or good enough for what is required or needed; 

sufficient; suitable.”  Webster’s New World College Dictionary, 4th Edition.  Notably, “adequate” 

is not defined as perfect or infallible.  In the context of cybersecurity, it would be absurd to define 

“adequate” as impenetrable.   

The VRC is aware of the extensive security measures that are in place to protect the I-

Voters database.  Auditor Miller does not argue that these measures are inadequate.  Rather, he 

argues that he does not know enough about them or that a hacker will not follow the rules.  That 

is the precise reason that the security measures are not static and evolve as the threat evolves.  The 

security measures have been adequate to prevent an unauthorized intrusion to I-Voters so far.  The 

Secretary of State, the OCIO, federal government partners, and the vendor diligently monitor the 

security of the I-Voters database to protect the voter registration records of all Iowans.  The 

Secretary of State continues to add new tools, such as the VoteShield program to monitor for 

anomalies in the voter registration patterns in each county.   

Election security is a race without a finish line, and there is no relief that can be granted by 

the VRC that would ensure that bad actors will not attempt to access Iowa’s statewide voter 

registration database at some unknown time in the future.  Just as shipbuilders should never 

advertise their ships as unsinkable, no chief information officer should advertise that his or her 

networks are unhackable.  While the underlying I-Voters database is itself old, the security 

measures that protect it from intrusion are modern and constantly updated to guard against any 

new threats.  Indeed, once the new I-Voters system is fully funded and put in place, the security 

concerns and need to protect the database from malicious intrusion will remain.  It is likely that 

many of the security features in place today, such as Albert sensors, will remain key components 

of the security features for the new database.  Even if the VRC had the authority to order the 
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Secretary of State’s Office to make changes to the security perimeter around I-Voters, it could not 

reasonably order the Secretary of State’s Office to do the impossible task of ensuring that bad 

actors do not even attempt to gain access to the system.  

II. Felon Database 

 Auditor Miller attempted to interject the “felon database” into his HAVA complaint as an 

eleventh-hour attempt to rescue his fatally flawed Complaint.  It is a fundamental principle of the 

law that a complaint is not allowed to raise new issues not in his or her complaint.  See Estate of 

Dyer v. Krug, 533 N.W.2d 221, 223 (Iowa 1995).  As such, the VRC has no choice but to disregard 

any argument regarding the felon database issue.  However, it is worth pointing out the steps being 

taken by the Secretary of State, as well as the judicial branch, to correct the flaws in the felon 

database.   

 First, the Secretary of State has removed the database from I-Voters while the staff reviews 

each record for accuracy and corrects all errors.  Three additional layers of verification are being 

added before a voter’s record is removed due to a felony criminal disposition.  Now, six separate 

checks are required before the record is marked.  The judicial branch has directed the county clerks 

of court to cooperate promptly with the county auditors when contacted regarding a felony status 

question.  New administrative rules have been promulgated to clarify and ensure that the new 

procedures are carried out in a uniform manner throughout the state.  Finally, while the felon 

database is offline, the Secretary of State’s staff is reviewing each voter profile that indicates a 

felony and reviewing that voter against the court administration database to correct all existing 

errors.  The felon database will not be reactivated until that review is complete.  The Secretary of 

State’s goal is to complete the review before the 2020 General Election.   
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 Given the statutorily-mandated partisan makeup of the VRC, it is reasonable for the 

commissioners to take an active interest in the felon database issue.  Indeed, it is reasonable for 

the VRC to be kept apprised of the progress in improving the database.  However, this HAVA 

complaint is not the appropriate vehicle for that oversight.1  For better or worse, the prohibition on 

felons voting is in the Iowa Constitution.  At most, and only after Auditor Miller proved that he 

was harmed in some manner by an error in the felon database, the VRC could order the Secretary 

of State to fix the existing errors.  That is exactly what is happening.  Anything more requires the 

actions of the governor and/ or the legislature.  Accordingly, the VRC should not use the felon 

database as lifeline to continue this fatally flawed HAVA complaint.   

For the foregoing reasons and as previously argued, we respectfully request that the VRC 

grant the Motion to Dismiss.   

 

 

Respectfully submitted,  

 THOMAS J. MILLER 

 Attorney General of Iowa  

 

 

 /s/ Matthew L. Gannon    

MATTHEW L. GANNON 

Assistant Attorney General 

 Iowa Department of Justice 

 Hoover State Office Building, 2nd Floor 

1305 E. Walnut St. 

Des Moines, IA 50319 

Phone: (515) 281-5164 

Email: matt.gannon@ag.iowa.gov  

                                                           
1  The fourth member of the VRC, the Secretary of State or his designee is recused from this proceeding.  To the 

extent the VRC seeks to conduct oversight or be briefed on the felon database review project, it would be 

appropriate for the full membership of the VRC to participate in order for the political party appointees to benefit 

from the technical expertise of the Secretary of State’s office.   
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