
IOWA VOTER REGISTRATION COMMISSION 

 

LINN COUNTY AUDITOR JOEL D. MILLER, PRO 
SE, IN HIS OFFICIAL CAPACITY, 

Complainant, 
vs. 

IOWA SECRETARY OF STATE PAUL PATE, IN HIS 
OFFICIAL CAPACITY, 

Respondent. 

Case No.: 2019-01 

COMPLAINANT’S ANSWER TO RESPONDENT’S 
MOTION TO DISMISS 

 

COMES NOW COMPLAINANT Linn County Auditor Joel D. Miller and moves that the 

Presiding Officer deny the Respondent Iowa Secretary of State Paul Pate’s Motion to Dismiss 

dated 11/8/2019 for the following reasons: 

ANSWERS TO THE ARGUMENTS 

RESPONDENT indicates Presiding Officer should review the complaint and determine 

that it is not within the jurisdiction of the rules. 

ANSWER.  Iowa Administrative Rule Chapter (IACR) 721-25.1 states that the Scope of 

Jurisdiction for a HAVA complaint “is available to any person who believes that a violation of 

any provision of Title III of the Help America Vote Act (HAVA) of 2002 has occurred, is occurring, 

or is about to occur in connection with a federal election.”  

COMPLAINANT contends: 

1>  A violation of HAVA law has occurred.  Eligible electors have been removed in 

error from the official list of registered voters.  See Exhibit 1 – ‘This is wrong’: 

Iowa’s flawed felon list has been disqualifying legitimate voters for years – Des 

Moines Register online 1/14/2019; Exhibit 2 – Letter from Brennan Center for 

Justice and League of Women Voters of Iowa dated 6/13/2019; and Exhibit 3 – 

Secy. Pate to analyze felony database, but felons still face barriers to get voting 

rights back – KCRG online dated 11/22/2019.  HAVA law requires “safeguards to 

ensure that eligible voters are not removed in error from the official list of 

eligible voters. 
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https://www.desmoinesregister.com/story/news/investigations/2019/01/13/iowa-election-felon-voting-rights-ban-voters-polling-place-how-register-vote-state-rejected-votes-ia/2359082002/
https://assets.documentcloud.org/documents/6247270/Iowa-warned-its-felon-voter-list-violates.pdf
https://www.kcrg.com/content/news/Its-not-easy-for-convicted-felons-to-get-their-rghts-to-vote-and-hold-public-office-reinstated-565259912.html


2>  A violation of HAVA law is occurring.  Eligible electors have been removed in 

error from the official list of eligible voters since the complaint was filed. 

Example.  Years ago, an eligible elector (Jane Doe) was charged with a felony, but 

never convicted of a felony.  Recently, Doe decided to register to vote on the 

Iowa Department of Transportation (IDOT) website.  Shortly thereafter, Doe 

received a letter indicating her registration had been cancelled and her name 

removed from the voter registration list.  Doe challenged the cancellation of her 

voter registration.  Doe stated she had never been convicted of a felony.  Later, 

an error in IVoters was corrected and Doe became a registered voter.  See 

Exhibit 4 - Email from Linn County Voter Outreach Coordinator Valerie Smith 

dated 10/17/2019.  HAVA law requires “safeguards to ensure that eligible voters 

are not removed in error from the official list of eligible voters. 

3>  A violation of HAVA law is about to occur.  In the present and future, 

registered voters could be moved/removed in error from IVoters due to a lack of 

“safeguards to ensure that eligible voters are not removed in error from the 

official list of eligible voters.”  RESPONDENT admits concern, provides an 

example, and proposes a solution.  See Exhibit 5 – Burhans email and attachment 

dated 11/25/2019 re Two-to-Release.  Linn County Election Systems 

Administrator Eric Loecher confirms that no “safeguards” are built into IVoters 

“to ensure that eligible voters are not removed in error from the official list of 

eligible voters” prior to a voter being moved/removed in IVoters.  See Exhibit 6 - 

Affidavit of Linn County Elections Database Administrator Eric Loecher dated 

11/26/2019.  This lack of safeguards in IVoters is a known vulnerability.  

RESPONDENT indicates COMPLAINANT “fails to state a claim, much less a claim upon 

which relief could be granted.” 

ANSWER.  Complaint stated, “It is Auditor Miller’s contention that the current IVoters 

system does not meet these standards.”  The standards referred to in the complaint originate in 

HAVA, i.e., 42 U.S.C. § 15483 et al: 

1>  The appropriate State or local official shall provide adequate technological 

security measures to prevent the unauthorized access to the computerized list 

established under this section; and 

2>  Safeguards to ensure that eligible voters are not removed in error from the 

official list of eligible voters.  

COMPLAINANT listed an example of his concerns, i.e., “… hackers will remove, change, 

or modify voter registration records.” And further wrote, “If hackers are able to remove, 
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change, or modify voter registration records, the results could be upending.  This could lead to 

chaos at the polls and distrust of election results.  It could also disenfranchise many voters.” 

Black’s Law Dictionary, 9th Edition, defines a hacker as a person who “surreptitiously 

breaks into the computer, network, servers, or database of another person or organization.” 

COMPLAINANT admits the RESPONDENT has: 

1> Added two-factor authentication for access to IVoters; and  

2> Mandated that all elections staff statewide undergo the OCIO’s (State of Iowa 

Office of Chief Information Officer) “Securing the Human” cybersecurity training. 

COMPLAINANT contends: 

1>  Neither of the aforementioned measures would stop a hacker who has stolen 

an IVoters user’s credentials (user’s name, user’s password, and user’s 

two-factor authentication [2FA] card) from accessing and then moving/removing 

voter registration records within IVoters. 

2>  No person or process is providing oversight to voter registration records 

being moved/removed from one county to another county prior to the 

move/removal being completed.  See Exhibit 6 – Loecher affidavit. 

3>  RESPONDENT has not audited the physical work spaces of the 400+ 

authorized IVoters users to confirm that each user’s credentials are securely 

stored when not being used; and 

4>  A failure to securely store IVoters user credentials could result in the theft of 

those credentials, which could lead to the “unauthorized access to the 

computerized list”, i.e., IVoters.  The potential theft of IVoters credentials from 

election offices is plausible when you consider that doors to county buildings 

have been left unlocked.  See Exhibit 7 – Coalfire CEO says Dallas County 

Courthouse doors were unlocked – KCCI online 10/30/2019.  

RESPONDENT indicates COMPLAINANT failed to state, “a claim upon which relief could 

be granted.” 

ANSWER.  Complaint contained the following language:  “Until an improved or new 

database is in place, the Secretary of State’s office is not complying with HAVA legislation.”  As 

previously mentioned, HAVA legislation contains security mandates and accepting HAVA funds 

incurs legal liabilities.  
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In consideration of HAVA law, COMPLAINANT hereby seeks the following relief: 

1> A modification to the current IVoters system that requires Two-to-Release 

functionality, i.e., a check & balance on the move/removal of voter registration 

records prior to the completion of a move/removal.  See Exhibit 5 - Burhans 

email and attachment for an explanation.  

2>  Confirmation from the RESPONDENT that he has fulfilled his duty to “… 

prescribe by rule the procedures for access to the state voter registration file, 

security requirements, and access protocols for adding, changing, or deleting 

information from the state voter registration file” by promulgating, publishing, 

and enforcing his rules and procedures.  See Code of Iowa Chapter 47.7 et al. 

3>  Confirmation from the RESPONDENT that he has audited or will audit all 99 

counties to confirm compliance with his prescribed rules and procedures within 

the next 180 days; and that he will create and operate a program to continuously 

audit all counties to confirm compliance with his prescribed rules and 

procedures. 

RESPONDENT claims, “The security measures in place around the IVoters system are 

well more than adequate.” 

ANSWER:  COMPLAINANT admits current security measures are adequate for IVoters 

users who follow the law and rules, and who do not allow their IVoters credentials to be 

compromised.  

This complaint is based upon: 

1>  The reality that hackers do not follow the law and the rules.  Voter 

registration databases in other states have been compromised by hackers.  See 

Exhibit 8 – Russians Hacked Voter Systems in 2 Florida Counties.  But Which 

Ones? – The New York Times online – 5/14/2019; and see Exhibit 9 – 3 years 

after Russian hackers tapped Illinois voter database, officials spending millions to 

safeguard 2020 election – Chicago Tribune online – 8/5/2019 

2>  The reality that Russian hackers targeted Iowa in the 2016 elections.  See 

Exhibit 10 – Feds: Russian hackers targeted election websites in Fla., Ga. and 

Iowa in 2016 elections – USA Today online – 7/14/2018. 

3>  The RESPONDENT’S admission to the Iowa Legislature that, “The system was 

built in 2005 and was not designed for today’s technological challenges, 

including cybersecurity.”  And RESPONDENT continued, “… technological 
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https://www.nytimes.com/2019/05/14/us/florida-election-hacking-desantis.html
https://www.chicagotribune.com/politics/ct-illinois-election-security-russian-hackers-20190805-qtoku33szjdrhknwc7pxbu6pvq-story.html
https://www.usatoday.com/story/news/2018/07/13/feds-russians-targeted-election-websites-florida-georgia-and-iowa/784391002/


advancements are needed to ensure the integrity of our elections systems.”  See 

Exhibit 11 – The Need to Update Iowa’s Voter Registration Database by the Iowa 

Secretary of State – on or about 2/19/2019. 

RESPONDENT claims, “… only authorized users … may obtain login credentials to access 

IVoters.” 

ANSWER.  COMPLAINANT contends: 

1>  All of the security measures implemented by the RESPONDENT can be 

circumvented by the physical or digital theft of an IVoters user’s credentials, by a 

successful phishing event, or by a successful ransomware attack.  See Exhibit 12 

– Email from Iowa Secretary of State Cybersecurity Coordinator Joel Merrick 

dated 11/25/2019. 

2>  None of the security measures mentioned by the RESPONDENT in his motion 

to dismiss will detect a hacker who has stolen an IVoters user’s credentials.  

3>  None of the security measures mentioned by the RESPONDENT will 

absolutely identify 100% of the malware or ransomware that could be loaded 

onto an IVoters user’s computer. 

4>  Less than 100% of the 400+ authorized users of IVoters are being monitored 

for malware that could provide remote access to IVoters.  See Exhibit 13 – NASS 

IDEAS Award Application – 2019 by the Iowa Secretary of State – On or about 

1/2/2019. 

RESPONDENT states, “Arikkan provides its own intrusion detection system and 

prevention system that blocks suspected malicious traffic targeted at the IVoters system.”  

ANSWER:  On 11/4/2019, the Iowa Department of Management stated, “There are not 

any records for Arikkan, Inc in the checkbook.iowa.gov dataset.”  See Exhibit 14 – Email from 

Iowa Department of Management, Data Operations employee, Scott Vander Hart dated 

11/4/2019.  As such, COMPLAINANT is unable to confirm that Arikkan is a vendor for the State 

of Iowa and; therefore, doubts any and all of RESPONDENT’S statements related to Arikkan. 

RESPONDENT indicates COMPLAINANT is “hypothesizing” that “hackers will remove, 

change, or modify voter registration records.” 

ANSWER.  COMPLAINANT provided exhibits illustrating: 

1>  The ease of accessing a county building.  See Exhibit 7.  
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https://www.legis.iowa.gov/docs/publications/SD/1037886.pdf
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2>  That hackers have already accessed voter registration systems in other 

states.  See Exhibits 8 and 9.  

3>  That Iowa’s voter registration system was targeted by the Russians in 2016. 

See Exhibit 10.  

4>  That RESPONDENT told the Legislature that IVoters was not designed for 

today’s technological challenges, including cybersecurity; and needed 

technological advancements to ensure the integrity of our elections systems. 

See Exhibit 11. 

In addition, COMPLAINANT notes Pottawattamie County Auditor Melvyn Houser 

recently wrote, “… our IVoters registration system is web based and hackers are trying to get 

into it.”  In reference to hacking into IVoters, Houser quotes Washington Secretary of State Kim 

Wyman as saying, “Don’t concentrate on keeping someone out, but assume someone is in 

already.”  See Exhibit 15 – NACo News - The Iowa County print edition – July 2019. 

RESPONDENT states COMPLAINANT has a legal obligation to report any “threat” to 

IVoters.  

ANSWER.  COMPLAINANT contends: 

1>  He is fulfilling his obligation as a county commissioner of elections to report 

threats to IVoters by filing this HAVA complaint.  

2>  IVoters integrity could be and may have already been compromised due to 

the heist of data from Citrix and by hackers bypassing two-factor authentication, 

both of which are integrated into IVoters.  See Exhibit 16 – Researcher claims 

Iranian APT behind 6TB data heist at Citrix – Threatpost online dated 3/11/2019; 

and Exhibit 17 – Hackers bypassing some types of 2FA security FBI warns – 

Sophos online dated 10/11/2019. 

3>  He may not know what constitutes a threat to IVoters because the 

RESPONDENT has failed to share any specific threat information with the 

COMPLAINANT.  In other words, the COMPLAINANT has been and may be “kept 

in the dark” on past, current, and future cybersecurity incidents related to 

IVoters.  See Exhibit 18 – Public, officials may be kept in the dark on hacks on 

election system – The Gazette print edition dated 10/23/2019.  That does not 

mean COMPLAINANT’s allegations are invalid or that the threats are not real or 

that the sought after relief is unreasonable.  It may only mean that cybersecurity 

incidents related to IVoters have not been reported to the public.  
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CONCLUSION 

 

 

WHEREFORE, COMPLAINANT Linn County Auditor Joel D. Miller respectfully requests 

that the Presiding Officer deny the Respondent’s Motion to Dismiss for the reasons stated 

above. 

 

Respectfully submitted,  

/s/ Joel D. Miller 
Joel D. Miller 
Linn County Auditor 
Jean Oxley Linn County Public Service Center 
935 2nd ST SW 
Cedar Rapids, IA  52404 
Phone:  319-892-5333 
Email:  joel.miller@linncounty.org  
 

DATE:  27 November 2019 

 

NOTICE OF SERVICE 

 

All Parties served by Email. 
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